Tltm

MOHUTOPUHIOBBLIE
OXPAHHBIE CUCTEMBbI J S I.I.I

«KoHTakT LAN»

lmaBa 9

CHATUE U NOCTaHOBKA Ha OXpaHy

npu padote no npotokony SNMP

CaHkTt-lNeTepbypr
2009



2

9. CHATME N NOCTaHOBKA Ha OXpaHy Npu paboTe No NpoToKony

SNMP
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9.2. Hactpoiika cepBepa 4

«KoHTakt LAN» npegHasHayeH gng nepefayn coobLieHur Yyepes noKanbHyr CeTb OT
OXpaHHbIX NaHenen. IHpopmauna nepegaeTtca No ABYM pasHbIM HarnpasfieHNaMm:

riftm

MoKUTOPMMFOBHE 1.
OxXPANNMIE Cncremss S ST

Ha MOHWTOPMHIOBYIO CTaHLMIO YaCTHOro OXpPaHHOro NpeanpuATUA — o
npotokony Ademco ContactlD. 3T1oT npoTokon wucnonb3ylTca Ans paboThbl
MOHUTOPUHIOBLIX CTaHUWMA U Opyroro obopyaoBaHusi, NO3TOMY OH yaobeH Ans
OXPaHHbIX NpeanpUATUIA.

Ha cepBep uHTepHeT-npoBangepa no npotokonly SNMP. [Npotokon SNMP
(Simple Network Management Protocol) ncnonbsyetca uHTepHeT-npoBangepamm
AN KoHTponsi paboTocnocobHoCcTU ceTeBOro obopyaoBaHus (pPoyTepoB, CBUTHEN
n T1.0.). Ha cepBep WHTepHeT-npoBangepa nepefarnTca CcoobleHns o
HencnpaBHOCTAX ceTeBoro obopyaoBaHus Takke no npotokony SNMP (TRAP).
Bce uvHTepHeT-npoBangepbl MCNOMNb3YOT 3TOT MPOTOKON U NPUBBLIKIIA K HEMY,
NO3TOMY MM OYeHb YAOOHO nonyyaTtb nHdopmaumo ot «KoHTakta LAN» MMEHHO
no npotokony SNMP.
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9.1. HacTponka «KoHTtakTta LAN»

Hactpowka «KoHTakta LAN» Ong cHATMA u nocTaHOBKM nof oxpaHy no npotokony SNMP
nokasaHa Ha puc.9.1.

T CucTema nacTpoiiky LAN-KONT ¥ 1.0.009 =10 x|

daiin  CosamHeHne [MaHene HacTtpodkk  MomMowe

w o | M|

—CocToAHWE OMpaHE!
" Maog oxpanod

¥ Chsro © oxpaHsl

—[apareTpel offbekTa MNapareTpel cepeepa
Horep offtexta 1234 IPagpec {132 [168  [104 |42
[Maponk [3 clkBonoE] ITestTest M2 mopTa |4EI55

= Naonyyqre 1P agpec asTomarkyeckd DHCP

i+ Mocnonbzoeate coegyowwi IP agpee — | [ [Noooepsueactble cepelcer |
MAC-aapec o [z oo oo for || &S
v Mcnonesoeate TRAP
IF agpec |192 |1EE |1n4 |44
' ' ' IP |19z [1ea 104 |58
Macka nogceTy EIN N =
IP agpec wnsa I'IE!E _I'IEE _I'IEI4 _I'IEE! v ICMP
IP sgpec anA @92 |1EE I-“:M_ IEE > I7 "“WEE cepeep
I'IEICTEHCIBKH.-"CHHTHH ) . i
Ha O¥paHy A

CHATMA/MOCTAHOBKU Ha

IP-appec cepBepa ans 1
oxpaHy

Puc.9.1. Hactpownka «KoHTakTta LAN» Ons CHATUS 1 NOCTAHOBKW NOA OXpaHy Mo
npotokony SNMP.
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9.2. HacTponka cepBepa

Ana pabotel no npotokonny SNMP, Hanpumep, CHATMSE M NOCTAHOBKM MOA OXpaHy,
yCTaHOBUTE cheuunanbHyo nporpammy net-snmp-5.4.2.1-1.win32.exe (MnnM aHanorn4yHy) u
¢dann RITM-MIB.txt. Ckayante ux c canmta www.ritm.ru 13 pasgena «JokymeHTaumsa wu
nporpaMmmbly.

e 3anyctute nporpammy net-snmp-5.4.2.1-1.win32.exe, BCe ee HaACTPONKM
OCTaBbTE «MO YMOMYaHUIOY.

* CoxpaHute gpamn RITM-MIB.txt B nanky C:\usr\share\snmp\mibs

o Otkponte «KomaHOHY CTPOKY», Kak NokaszaHo Ha puc.9.2.

‘ﬁ windows Update

@ BrIBOp NPOrpant no YMon-aHH

- )
' Katanor Windows

| E' Mporpare

< JokEYHEHTR
—

g [.j/ HacTporka
=] :
g J,._.J Haith 3anyck nporpammbl
%
= @ CNpagka W NOAASPHKS
% Sl
"
H ]
-E SaEepleHHE ceaHca User. ., [ o ![ — H pr—
[ BEIKNHIYHMTE KOMOEHITER. ..
Knukuute = @ 5, <
neson
KnaBuLien
MbIlWIN

Puc.9.2. 3anyck nporpammbl «KomaHaHas cTpokay.

» [lepengute (B KOMaHgHow cTpoke) B nanky c:\usr\bin (pnc.9.3).

Ccd c:\usr\bin>
= C:AWINDOWS\system32\cmd.exe

Microsoft Windows HP [Bepcusa 5.1.26001
C(C>) Kopnopauuna Maskpocoor, 1985-2001.

C:sDocuments and SettingsslUserdcd c:isusprshing

Punc.9.3. MNMepexopg B nanky c:\usr\bin.
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UTo6bl y3HaTb cocTtosiHve wnenda Nel, BBeguTe komaHgy «snmpget —c public —v
1192.168.104.44 RITM-MIB:in0.0» (pnc.9.4), roe 192.168.104.44 — I[P-agpec «KoHTakTa
LAN».

3anpoc coctosiHus wenda Ne1

IP-appec «KoHTakta LAN» «KonTakTta LAN»

= C:AWINDOWS\system32\cmd.exe

ublic —v 1C192.168.104.44 RITH-MIBin@.@

G = susrshin

OtBeT oT «KoHTakta LAN»:
wnenda Ne1 pa3oMKHyT

Puc.9.4. 3anpoc coctosHusa wnenda Ne1 no npotokony SNMP.

Ecnn IP-agpec «KoHTakta LAN» ykasaH HEBEPHO WIIM HET CBSA3M MO JIOKaNbHOM CeTw,
NosIBUTCSA COOTBETCTBYHOLAsA CTpoka (pnc.9.5).

Microzsoft Windows XP [Bepcua 5.1.26001
CC» Hopnopauuwa Madwkpocoor,. 1985-2001.

C:“Documents and Settings:lUserXcd ciusesbin

HeTt oTtBeTa oT «KoHTakTa LAN».
He npaBunbHo yka3aH ero IP-agpec nnu
HeT CBA3M MO NoKarbHOW ceTu

Puc.9.5. IP-agpec «KoHTakta LAN» yKkaszaH HeBEpPHO Ui HET CBA3M NO floKarbHOW CETW.
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UTo6bl noctaButb «KoHTakT LAN» noa oxpaHy, BBeauTe B komaHay «snmpset —c public
-v 1 192.168.104.44 RITM-MIB::armdisarm.0 i ON» (puc.9.6), rae 192.168.104.44 — IP-agpec
«KoHTakta LAN».

MocTaHOBKa Nnop oxpaHy
«KoHTakta LAN»

v C:AWINDOWS\system32Vcmd. exe

C'\uﬂpkh1n}s 168104 .44 RITM-MIB:carmdizarm.0 i OM
T—-MIB: almdldarm m = IHTEGER.

Cosusrshing

OT1BeT oT «KoHTakTta LAN»:
npubop nocTaBneH nop oxpaHy

Puc.9.6. lNMocTtaHoBka nog oxpaHy «KoHTakta LAN» no npotokony SNMP.

UTo6bl cHATL «KoHTakT LAN» C oxpaHbl, BBEANTE B kOMaHay «snmpset —c public —v
1192.168.104.44 RITM-MIB::armdisarm.0 i OFF» (pnc.9.7), roe 192.168.104.44 — IP-agpec
«KoHTakta LANY.

CHsATHME C OXpaHbl
«KoHTakTta LAN»

<« CAWINDOWS\system32\cmd. exe

in publdic — 168_104 44 RITH-MIB:=Carmdizarm.0 i OFE
—MIB:: El]‘lrlﬂ.l.;ﬂ.l‘m III = INTEGER:

OtBeT oT «KoHTakTa LAN»:
nNpUOOP CHAT C OXpaHbl

Puc.9.7. CHatne ¢ oxpaHbl «KoHTakta LAN» no npotokony SNMP.

HekoTopble komaHabl ans pabotel ¢ «KoHtaktom LAN» no npotokony SNMP
npencraeBneHbl B Tabnuue 9.1.
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Ta6nuuya 9.1

Mpumepbl HEKOTOPLIX KOMaHA AnAa paboTbl ¢ «kKoHTakTom LAN» no npotokony SNMP
(192.168.104.44 - sTo IP-appec «KoHTakta LAN».
3anuwmte BMmecTo Hero Bauw IP-agpec «KoHTakta LAN»)

npotokona SNMP

OTBeT OT
KomaHga HanuncaHue komaHabl (CMHTaKcUC) «KoHTakTa
LAN»
HOCTS‘:;::;‘ MOR | snmpset -c public -v 1 192.168.104.44 RITM-MIB::armdisarm.0 i ON ON*
CHaTUe C oxpaHbl | snmpset -¢ public -v 1 192.168.104.44 RITM-MIB::armdisarm.0 i OFF OFF**
3anpoc COCTORMMA | o g6t ¢ public -v 1 192.168.104.44 RITM-MIB:in0.0 ON | OFF
wnernda Ne1i
3anpoc cocTosiHMSA . .
Wineiicba No2 snmpget -c public -v 1 192.168.104.44 RITM-MIB:in1.0 ON | OFF
3anpoc coCcTosHUS
npunbopa (noa snmpget -c public -v 1 192.168.104.44 RITM-MIB::armdisarm.0 ON OFF
OXPaHOW UNN HET)
3anpocutb
HasBaHue cepBepa
(areHTa), c
xoToporo snmpget -c public -v 1 192.168.104.44 RITM-MIB:name.0 Ritm SNMP
Npon3BoOANTCS Agent
CcHATMEe/NoCcTaHOoBK
a noa oxpaHy
«KoHTakta LAN»
3anpocuTe BEPCMIO | (oot ¢ bublic -v 1 192.168.104.44 RITM-MIB:version.0 v1.0

3anpocutb gaty
KOMMUAALMK U

snmpget -c public -v 1 192.168.104.44 RITM-MIB:date.0

05.09 (mecsiy

«KoHTakTta LAN»

NPOLLMBKMN nron)
«KoHTakta LAN»
3anpocnTtb HoMep

obbekTa - snmpget -c public -v 1 192.168.104.44 RITM-MIB:objectnum.0 0050***

*ON — wnend 3aMKHyT (Mnm npubop HaxXoAUTCS NOA OXPaHOW)
**OFF - wnend pasomMkHYT (Mnun Nnpnbop CHAT C OXpaHbl)
***Homep obbekta B gecsatvpuyHoM Buae. [MOMHUTE, 4YTO B NyNbTOBOM NporpamMme Wu
nporpaMmme HacTpPOnKM Homep obbekTa NpeacTaBleH B WeCTHaaLaTUpMYHOM BUae.

oooooooooooooo
uuuuuuuuuuuuu
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